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The Digital Agora: Emerging Technologies, 
Freedom of Information and Democratic Space

Abstract: The digital revolution, fuelled by information technologies, has profoundly transformed the 
perception of reality and subjective interactions, with significant political, legal, social and economic 
implications. Current communication technologies hold a pervasive, often opaque, computational po-
wer that develops in virtual contexts in which the individual merges with the digital environment. In 
this scenario, the risk is that algorithmic solicitations, based on in-depth knowledge of individual ha-
bits, produce a form of hidden governance of choices, accentuating the information asymmetry between 
users and digital service providers. The contemporary world, defined by data correlations and algo-
rithmic selections, thus takes on the characteristics of a ‘black-box society’, in which the distinction be-
tween the state and the market is blurred, new forms of surveillance emerge, and democratic principles 
and the rule of law are called into question. In the absence of defined spatial boundaries, regulatory 
divergences between the United States and Europe on the right to freedom of expression highlight the 
need to harmonize different legal and cultural visions. Therefore a global regulatory approach is propo-
sed that can integrate human values ​​into algorithms and promote digital education as a tool to increase 
civic awareness and collective responsibility in the information ecosystem.
Keywords: computational power, digital information, right of expression, democracy, rule of law

Introduction

The informational revolution, generated and fuelled by digital technologies, has 
profoundly transformed our perception of reality and the dynamics of human inter-
actions, with wide-ranging political, legal, social and economic implications (Floridi, 
2012). This evolution has given rise to an ‘infosphere’ populated by both natural and 
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artificial informational agents capable of autonomously collecting and processing 
data (Floridi, 2017). Within this infosphere, the virtualization of reality redefines 
value: access to digital information now complements, and often exceeds, the impor-
tance of owning material goods, revealing a shift toward the immateriality of what is 
exchanged (Amato Mangiameli & Campagnoli, 2020; Han, 2022; Rifkin, 2001). In 
this context, contemporary information and communication technologies exercise a 
subtle yet pervasive computational power (Durante, 2019), shaping a virtual dimen-
sion in which individuals become part of the environment itself, experiencing an ‘on-
life’ continuity between the digital and the analogue worlds (Floridi, 2017, p. 53).

The construction of the individual as an informational system leads to a proxy 
culture driven by vicarious or indirect data that establishes correlations between in-
formation and predictions that are often contra legem and discriminatory (O’Neil, 
2017, p. 28). This functions from the perspective of the personalization of perfor-
mance, through which the individual is understood first and foremost as a consumer 
(Rifkin, 2001, p. 65), using recommendation systems driven by profit motives which 
may differ from the values developed by a genuinely democratic discourse (Haber-
mas, 2023). So even if algorithms seem to operate for a neutral implementation of 
personal satisfaction, there is no objectivity in the filtering or in the personalization 
of information (Thurman et al., 2013); instead, they work with users in a ‘co-produc-
tive manner’ (Jasanoff, 2004) and, as they are made by humans, they could be fallible 
and spoiled by many prejudices. In addition, algorithms progressively narrow subjec-
tive action, reducing it to a sum of choices and preferences already expressed. The re-
sult is crystallized thought, a procedure that solves problems through codified steps, 
excluding spontaneity and the unexpected (Han, 2022, pp. 11, 53–54; Talia, 2018, 
p. 98), and highlighting several critical issues connected to the lack of transparency in 
the use of the criteria that define the output, which result in inadequate information 
being provided to the public (Amato Mangiameli, 2019; Palazzani, 2020; Zambonelli, 
2020). In these circumstances, the risk is that suggestions become so performant as 
to establish a kind of hidden government of choice (Zambonelli, 2020, p. 66); in fact, 
although it is still the subject who decides on circumscribed aspects of the virtual 
experience, the outcome of the latter appears to be determined mainly by the algo-
rithm. This amplifies, with unprecedented strength, the traditional nexus between 
knowledge, surveillance and power (Foucault, 1975), but from another perspective – 
that is, through a smart power that through algorithmic opacity makes the individual 
transparent, and that does not order but subtly induces the optimization of behaviour 
and the control of actions (Han, 2023, pp. 9–11), structuring a relevant information 
asymmetry between internet provider, digital platforms and the user of online ser-
vices (Perri, 2020, pp. 17–18).

This essay examines some problematic nodes of the ‘virtual agora’ through the 
lens of algocracy, that is, the power of algorithms and the platforms that deploy them, 
focusing on their impact on freedom of information in the democratic space. From 
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a philosophical-legal perspective, it argues that only by intertwining normative and 
ethical-political dimensions can the complexity of digital transformations in public 
discourse be grasped: in this regard, rather than proposing a new theoretical model, 
the paper offers some critical reflections that invite a rethinking of traditional para-
digms through algorithmic mediation, comparing European and US approaches that, 
while they share a concern for the influence of digital platforms, diverge in their cul-
tural premises and regulatory visions.

1. The algocracy in the era of digital information

According to Aneesh (2006, 2009), algocracy, a term originally connected to 
the organization of the workplace, describes a networked digital environment in 
which informational power is increasingly exercised by algorithms that enable cer-
tain modes of interaction and organization while inhibiting others. Danaher later ex-
panded this notion, defining algocracy as ‘a system in which algorithms are used to 
collect, compare and organize the data by which decisions are made thereby shaping 
the ways in which individuals interact with information and with one another within 
governance systems’ (2016, pp. 2–3). Algorithms are conceived as precise, executable 
sequences of actions designed to solve specific problems, and are characterized by the 
finiteness of the steps, their generality in referring to and solvinga class of problems, 
and the unambiguity and repeatability of the nexus between data and results (Sartor, 
2022, pp. 96–97). In this sense, they function as tools of governance and as forms of 
‘politics by other means’ (Latour, 1988, p. 142), embodying the technocratic logic of 
digital power. Consequently, in a society where information is widely shared and me-
diated through data correlations and algorithmic selection, it paradoxically entails 
inhabiting a ‘black-box society’ (Pasquale, 2015), in which the boundaries between 
state and market increasingly blur.

In this regard, a relevant critical issue is represented by the economic exploita-
tion of digital data, often obtained through mere exchanges on the Web, but in the 
absence of the fully informed and conscious consent of the stakeholders (Faini, 2019, 
p. 316; Rodotà, 2014, pp. 27–32), an exploitation which is set up by a small number 
of public and private operators able to control the wealth of information, and exercis-
ing, in an opaque way, an epistemic monopoly (Orrù, 2021, p. 205) and an authority 
equal, if not superior, to that of national governments in guiding the opinions and 
actions of citizens (Zambonelli, 2020, p. 13). In this way, a private and self-regula-
tory power, which takes on the characteristics of factual sovereignty, puts in place 
political mechanisms of dubious legitimacy that introduce unprecedented forms of 
surveillance and discrimination (Rodotà, 2012, pp. 394–395) that reflect on the very 
future of democracy (Faini, 2019, p. 63) – unknowns that are made even more serious 
by their lack of spatial circumscription or corresponding legal regulation (Casonato, 
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2019b, p. 178). Furthermore, a lot of disinformation can be found on the Web, fuelled 
by fake news (Ziccardi, 2019, p. 187) and often also supported by national media and 
institutional profiles, which are aimed at obtaining a direct, albeit virtual, relation-
ship with citizens (Ziccardi, 2019, p. 23): this, in the abstract, could present a consid-
erable possibility for information and participation, but unfortunately it frequently 
resolves in the discrediting of divergent opinions and leads to distracting attention 
from issues of general relevance (Habermas, 2023, p. 69). The viral amplification of 
messages lowers the level of public discussion and political debate (Habermas, 2023, 
pp. 64, 113–114), generating a gradual overlap between public and private. In fact, 
‘real-time digital democracy is a democracy of presence: it turns the smartphone into 
a mobile parliament that debates continuously and everywhere […] It accelerates the 
degeneration of the public sphere because it tirelessly publicizes the private sphere’ 
(Han, 2023, pp. 35–36; emphasis original). These dynamics have significant implica-
tions for the protection of individual rights (Ziccardi, 2019, p. 37), as seen from the 
proliferation of fake profiles, trolls, spam, viruses and chatbots that generate algo-
rithmic communication flows mimicking natural conversation (Ziccardi, 2019, pp. 
70–71, 188).

Equally concerning is the phenomenon of reverse censorship, which drowns out 
unwelcome or minoritarian information in an overabundance of content, fabricating 
artificial consensus around specific viewpoints. As algorithms gain prominence in 
managing online information, private actors – digital platforms and internet service 
providers – have gradually assumed functions traditionally held by public author-
ities. In this context, the algocracy reaches its full expression in the infrastructural 
power of platforms that shape the digital environments where knowledge is produced 
and circulated, performing a quasi-normative role that deeply influences rights and 
democratic deliberation. This underscores the need for a flexible, multi-stakeholder 
regulatory framework in which self-regulation complements public oversight (Faini, 
2019, p. 411; Stradella, 2020, p. 80), ensuring that decisions of general interest are 
subject to political deliberation and the realization of democratic values.

2. The challenges of surveillance capitalism for democratic systems

The growing concentration of knowledge, driven by the supranational dimen-
sion of the Web and by a regulatory framework that remains largely reactive to dig-
ital transformation (Faini, 2022), threatens substantive equality (De Minico, 2019, 
p. 113). At the same time, public authorities’ use of private digital data further risks 
enabling mass surveillance systems through partnerships with major technology 
companies (Faini, 2019, pp. 183–187), undermining the openness of democratic so-
cieties (Hayes, 2012, pp. 167–175). Meanwhile, the increasing privatization of the 
Web has consolidated the power of a few ‘landowners of knowledge’ (Orefice, 2018, 
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p. 158), laying the foundations for ‘surveillance capitalism’ (Zuboff, 2019), which pro-
duces ‘equivalence without equality’ (Zuboff, 2019, p. 394) and reduces individual 
freedom to the lowest common denominator of the virtual market. This allows a per-
vasive economic logic that goes so far as to predict and modify individual actions, 
including political and electoral behaviour, altering the most basic democratic prin-
ciples and the meaning of popular sovereignty (Barberis, 2020; O’Neil, 2017; Zuboff, 
2019).

This phenomenon supports the algorithmic selection of online content based on 
previously expressed preferences, and represents a threat to democracy by reducing 
meaningful discussion in the public sphere, fostering polarization, making individ-
uals more vulnerable to censorship, propaganda or even self-propaganda (Pariser, 
2011; Sunstein, 2017) and fuelling the rise of populism (Habermas, 2017). In this 
way, ‘microtargeting’ weakens the democratic process and the rule of law (Han, 2023, 
p. 27), ‘because voters are not educated on a party’s political program. Instead, they 
are shown manipulative advertising and not infrequently fake news tailored to their 
psychodrama’ (Han, 2023, p. 28). This refers to an interpretation of reality to which 
the virality of its dissemination lends the qualification of authenticity (Ziccardi, 2019, 
p. 52). The emergence of multiple ‘filter bubbles’ (Pariser, 2011) illustrates how algo-
rithmic recommendation systems tend to confine users within cultural and ideolog-
ical boundaries, exposing them mainly to content that reinforces their pre-existing 
beliefs and producing increasingly personalized outputs. By restricting exposure 
to diverse viewpoints, filter bubbles also risk diminishing creativity, intuition and 
learning, while weakening social capital (Pariser, 2011) and ultimately eroding the 
potential of a pluralist public sphere. In this sense, they foster self-referential com-
munication that blurs the line between the private and public domains, giving rise to 
competition among semi-public spaces (Habermas, 2023, pp. 61–67).

These dynamics are also reflected in the notion of echo chambers (Sunstein, 
2017), where individuals tend to seek political information consistent with their own 
views and engage primarily with like-minded people (Han, 2023, pp. 43–45). Such 
mechanisms undermine public deliberation and civil debate (Sunstein, 2017), while 
revealing the growing asymmetry of knowledge between information producers and 
users (Casonato, 2019a, pp. 714–715). As a result, already shared information gains 
even greater visibility, despite the digital realm’s vast potential to disseminate diverse 
data and news. At the same time, users risk being absorbed into ‘digital swarms’ (Bau-
mann, 2010, p. 97) that amplify herd-effect behaviours (Ziccardi, 2019, p. 217). Thus, 
critically reflecting on algocratic power and on the identification of the responsibility 
of the political system to prevent these phenomena, significant questions about free-
dom of expression, pluralism and informational fairness emerge, placing algorithms, 
in their function as content filters capable of nurturing crystallized thinking that lim-
its personal and collective choice (Zambonelli, 2020, pp. 118–121) at the centre of the 
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discussion, in opposition to the rational justification of democratic decisions (Haber-
mas, 2002, pp. 33–35; 2023, pp. 65–69).

3. The right of freedom of expression on the Web

3.1. The American normative and judicial approach
The concentration of technological and informational power in the hands of 

major platforms has turned algocracy, which Danaher (2016) sees as a ‘threat’ to-
ward democratic systems, into one of the most pervasive forms of digital governance, 
compelling a serious consideration of how different legal systems respond to these 
dynamics. Since algorithmic power acts as a new form of private regulation over col-
lective experience, the legal response inevitably mirrors each system’s conception of 
freedom, responsibility and rights protection. In this sense, the European and US ap-
proaches, though both aware of the political and social impact of digital platforms, 
rest on distinct cultural and philosophical foundations, leading to divergent ways of 
balancing technological innovation with democratic safeguards.

The United States’ legal and judicial approach to online information empha-
sizes freedom of expression and limited legal liability for digital platforms. In the US, 
the legal approach to online information in fact rests on two basic pillars: the First 
Amendment to the Constitution and Section 230 of the Communications Decency 
Act, the first rule introduced by Congress, in 1996, to regulate the role of internet 
service providers. These regulatory instruments have shaped a digital environment 
characterized by considerable freedom of expression and a distinctive role for online 
platforms, which enjoy very limited legal liability: indeed, the First Amendment very 
broadly protects freedom of speech and of the press and has been interpreted by case 
law as also applying to online expression. This means that, in general, the state can-
not censor or restrict content published on the Web unless it falls into very narrow 
categories, such as incitement to violence or defamation, and up to the point of bor-
dering on hypotheses of child pornography. This protection has fostered the develop-
ment of an open and pluralistic digital environment, although not without problems 
related to the circulation of disinformation or hate content. Rounding out the pic-
ture is Section 230 of the Communications Decency Act, a provision with a crucial 
impact on the way the internet has developed which states that interactive online 
service providers are not to be held liable for user-generated content. In addition to 
this type of immunity, Section 230 also grants platforms the right to freely moderate 
content, filtering or removing it, without losing their legal protection, thus becom-
ing true players in the information mediation process. In fact, although originally 
conceived as neutral intermediaries, platforms actually operate by their own criteria 
in the selection, promotion or removal of content, often through opaque algorithms 
and internal policies that are not always clear and effective, with a profound impact 
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on public opinion and the visibility of content. Consequently, in recent years the role 
of platforms has been in the centre of lively political debate, starting from Section 
230, in the assessment of whether these digital actors, which are private in nature, 
can implement content moderation choices that are not allowed to public authorities, 
which are directly bound by the First Amendment (Bassini, 2019, pp. 49–52). On this 
point, on the one hand conservatives accuse platforms of restricting freedom of ex-
pression, especially regarding content that is right-wing or contrary to mainstream 
culture; on the other, progressives criticize the lack of control over harmful content, 
such as health misinformation or hate speech. In this conflict of positions, both sides 
have raised the issue of possible reform of Section 230, but so far no concrete pro-
posal has been able to take firm hold.

In American juridical decisions, there are some significant rulings; in this re-
gard, a landmark case is Trump v. Twitter, in which the (then-former) US president 
was banned from the platform after the assault by some of his supporters on Capitol 
Hill on 6 January 2021. The case reignited the debate over the power of platforms to 
silence even prominent political figures, and highlighted how private regulation of 
content can conflict with the public perception of free speech (Judgment of the US 
Supreme Court, 2022). Another significant judgment is Gonzalez v. Google, consid-
ered by the US Supreme Court in 2023: in this case, family members of a victim of a 
terrorist attack accused YouTube, owned by Google, of ‘amplifying’ radical content 
through its algorithms. The case raised profound questions about the degree to which 
platforms are responsible not only for what they host, but for how they convey infor-
mation; since the Court avoided a ruling that would fundamentally change the legal 
framework, the debate remains open (Judgment of the US Supreme Court, 2023; Fa-
biano, 2024, p. 98).

Very interesting, since it presents elements of distance from previous rulings, is 
the judgment of the Supreme Court in Moody, Attorney General of Florida, et al. v. 
Netchoice, LLC, DBA Netchoice, et al. (Judgment of the US Supreme Court, 2024) on 
the freedom of expression and guarantees offered by the First Amendment, a ruling 
that considers not so much, as previously, aspects of the non-responsibility of digital 
platforms, but rather their activity of moderating content which may fall within the 
free manifestation of thought (Fabiano, 2024, p. 89). This decision in fact represents 
the first case in which content moderation is seen as a right of the managers of online 
platforms, based on the guarantee of the First Amendment (Bassini et al., 2024; Man-
tovani, 2024). From this very recent perspective that examines the activity of con-
tent moderation, therefore, the focus is shifted from the guarantee for private subjects 
from possible government interference to considering any limitations of thought that 
can be carried out by other private subjects (Fabiano, 2024, p. 90). Therefore, in this 
specific case, the Opinion of the Court on the merits concerns the freedom of expres-
sion of the manager of the digital platform, and refers to the state laws of Texas and 
Florida which, in addition to providing limits to the activity of content moderation, 
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also required that the provider had justified its decisions for content censorship. The 
Opinion of the Court – taking into account that the lower courts had not correctly 
carried out the social challenge control, that is, they had correctly evaluated the con-
tested regulation in all its possible implications, considering instead only the position 
of the major providers (Fabiano, 2024, pp. 103–104) – therefore highlighted how the 
government cannot interfere in the expression of private thought, since the purpose 
of Section 230 is the protection of freedom of thought from public influence (Fabi-
ano, 2024, p. 95). In this way, the Supreme Court decision of 1 July 2024 could be a 
first step toward ever-increasing freedom of expression on social networks; all the 
positive aspects of this must be considered, but so also must be the critical issues rep-
resented by the possible manipulation and conditioning of collective thought, which 
on this point increases the already notable distance from the European approach to 
these issues (Fabiano, 2023; Fabiano, 2024, p. 100; Pollicino, 2023).

Overall, the US legal approach has fostered an online ecosystem strongly ori-
ented toward freedom of expression and technological innovation, but it has left 
large ‘grey areas’ regarding the accountability of digital platforms, a principle care-
fully considered instead by both the 2018 European General Data Protection Regula-
tion (GDPR, 2016, Art. 24) and the Digital Services Act (DSA, 2022, Arts. 4–20). The 
American perspective to date does not seem to consider the gradual transformation 
of the role of online platforms from mere infrastructure providers into powerful in-
formation brokers, raising urgent questions about the future of internet regulation, 
digital democracy and the balance between freedom and responsibility. While this 
approach has fostered an open, dynamic and innovative internet, it has also contrib-
uted to the spread of disinformation, online hate speech and extreme content, with 
minimal regulatory intervention by the state.

3.2. The European regulatory and jurisprudential approach
The European context detaches itself from the American approach, being char-

acterized by constitutional provisions aimed at broadly, but not absolutely, protecting 
the freedom of manifestation of thought (Abbondante, 2017, pp. 56–59). This prin-
ciple, is in fact, balanced with other values and rights of equal importance, such as 
human dignity, the right to identity and personal image, privacy and personal data 
protection. Second, even in the first European regulatory orientation, the online ser-
vice provider, as of the dictate of the now-dated E-Commerce Directive no. 31/2000, 
the online service provider is under no obligation to monitor or check in advance 
the content of posts and comments entered by users, or to actively search for facts or 
circumstances indicating illegal activities, except where the provider takes an active 
role in conveying the information; this latter aspect outlines the distinction between 
content moderation activities, the figures of a mere transmission provider, cache pro-
vider and host provider, and the related legal responsibility (Directive 2000/31/EC, 
Arts. 12–14). This approach is outlined in the famous Google Spain judgment (Judg-
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ment of the CJEU, 2014), where the CJEU held that a search engine operator acts as a 
‘controller’ of personal data when indexing third-party web pages, recognized its ac-
tive role in affecting fundamental rights and confirmed its responsibility to evaluate 
and, where appropriate, remove links upon delisting requests.

The gradual expansion of the functions of online service providers over the 
years, in some cases to trace attitudes proper to public authorities (Bassini, 2019, 
p. 55), has, however, prompted an increasingly broad interpretation of the role and 
responsibilities referable to such entities. Even the European Union has developed a 
direction aimed at increasing the accountability of online providers beyond the pro-
visions of Directive 2000/31/EC, as witnessed by the EU Commission’s 2017 Guide-
lines about the obligation to monitor information transmitted or stored by online 
service providers. This increases the providers’ aggravating their burden by enshrin-
ing the principles of ‘take-down’, imposed by the need for Member States to provide 
detailed regulation of the process leading to the effective and timely removal of illicit 
content, and ‘stay-down’, preventing the reappearance of illicit content similar to that 
already subject to take-down.

In the regulatory field, the European Union is also moving in a different direc-
tion, aiming to balance freedom of expression with the protection of human dignity, 
the rights of consumers and democracy. In fact, for greater protection of the deli-
cate balance between freedom of expression and the guarantee of the correctness of 
online information, the European Union has in recent years introduced several key 
pieces of legislation: here, it is worth mentioning the GDPR, which establishes pro-
tective rights for users over their personal data and imposes stringent obligations on 
digital platforms on transparency, individual consent and the processing of user data. 
Also relevant is the 2023 Digital Markets Act, which regulates online information 
‘gatekeepers’ in order to prevent anticompetitive practices, including restrictions on 
combining personal data from different sources, a set of obligations to allow users 
to install applications from third-party platforms, prohibitions on bundling services, 
and a prohibition on promoting one’s own services under certain conditions, which, 
in this case, cannot be offered in a more favourable way in rankings. Furthermore, the 
Data Governance Act encourages the reuse of some public data and the creation in 
the European marketplace of a data-sharing space.

A particular mention should also be made of the 2022 Digital Services Act, which 
came into effect in 2024, inspired by the principle that ‘what is unlawful offline must 
also be unlawful online’ (Council of the European Union, 2021) and introducing rig-
orous accountability obligations for digital platforms, primarily for very large online 
platforms. To tackle illegal content and online misinformation, the Digital Services 
Act establishes clear obligations for digital service providers, proportional to the size 
and risks of the platforms. These include measures to quickly counter illegal content 
while respecting fundamental rights such as freedom of expression and data protec-
tion (Arts. 12–14, 17–19). Marketplaces must enhance the tracking and monitoring 
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of traders to ensure product safety and must conduct random checks to prevent the 
reappearance of illegal content (Arts. 22–25). The Act also prohibits deceptive prac-
tices, including ‘dark patterns’ designed to manipulate users’ choices, and restricts 
certain forms of targeted advertising, such as those aimed at minors or based on sen-
sitive data (Arts. 24, 27). Very large online platforms and search engines – defined as 
those with at least 45 million monthly users – face additional obligations imposed 
by the Commission to prevent systemic risks, including the spread of illegal content, 
impacts on fundamental rights, interference in electoral processes, gender-based vio-
lence and mental health issues, and must undergo independent audits (Arts. 26–34). 
Furthermore, platforms must provide users with the option to opt out of algorithmic 
recommendations based on profiling and allow authorized authorities and research-
ers access to the platform’s data and algorithms, while avoiding anticompetitive prac-
tices (Arts. 29–31, 33–34). As can be noticed, the DSA calls for the transparency, as 
far as possible, of algorithms, effective content moderation procedures and the intro-
duction of systems for the rapid removal of illegal content, promoting systemic risk 
assessment with reference to disinformation, online violence and the protection of 
minors.

Measures such as the DSA or GDPR are particularly interesting in this field of 
study because they can foster significant regulatory influence. While the DSA regu-
lates platform governance within the EU, its implications also connect to the broader 
‘Brussels effect’ (Bradford, 2020), through which EU rules shape global practices as 
multinational companies adapt to European requirements to access the EU mar-
ket. Although this dynamic traditionally underscores the contrast between the EU’s 
rights-based model and the more market-driven US approach, it also fosters conver-
gence, as firms often adopt EU-compliant practices globally, contributing to greater 
alignment between European and US frameworks.

Some interesting aspects can also be pointed out on the jurisprudential level, 
such as the 2019 Glawischnig-Piesczek v. Facebook Ireland ruling, regarding a liabil-
ity case for defamatory content, specifically concerning an Austrian policy that had 
called for the removal of offensive content posted on Facebook. In this regard, the 
CJEU ruled that a platform can be obliged to remove or block offending content, even 
equivalent or identical content, globally, clearly increasing the liability of platforms 
in dealing with defamatory content (Judgment of the CJEU, 2019). The role of plat-
forms in the sharing of copyrighted content was also addressed by the ruling in You-
Tube and Cyando, which concerns certain cases related to the unauthorized sharing 
of copyrighted material on YouTube and Uploaded. In this regard, the CJEU ruled 
that platforms are not automatically liable, but they may be liable if they do not act 
quickly after reporting, with the reinforcement of the concept of liability contingent 
on knowledge and inaction (Judgment of the CJEU, 2011). Finally, on the problem-
atic relationship between data protection and market competition, mention should 
be made of the Meta Platforms Ireland v. Bundeskartellamt ruling of 2023, which fol-
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lowed the German competition authority’s challenge to Meta’s use of data collected 
without explicit consent: the CJEU has, therefore, confirmed that antitrust authority 
can intervene in privacy issues, thereby enhancing consumer protection on multi-
ple fronts, such as privacy, competition and transparency (Judgment of the CJEU, 
2023). As can be seen, in the European approach, major online platforms can no 
longer operate as neutral subjects but are considered actors with specific powers and 
responsibilities, and have to ensure a secure and transparent digital environment that 
complies with fundamental rights.

Conclusions

The issue of freedom of expression in the digital world cannot be confined to 
commercial considerations, as it involves the delicate balance between freedom and 
responsibility, the role of AI, concrete expressions of freedom of thought and the seri-
ous risk of thought manipulation by digital tools (Fabiano, 2024, p. 107; Manganelli, 
2023), which have the potential to influence the democratic stability of state of law 
(Fabiano, 2024, p. 101). Consequently, in the absence of spatial boundaries that can 
frame virtual interactions, it becomes essential to harmonize diverse world views and 
their corresponding regulatory frameworks concerning the role and responsibilities 
of major online operators, while ensuring that technology remains anchored to the 
universal dimension of fundamental rights (Rodotà, 2014, pp. 58–59). In this regard, 
cooperation between the EU and the United States could be grounded in a mix of 
regulatory instruments, shared standards, institutional dialogue and joint research 
initiatives, capable of reconciling the European vision, centred on individual rights 
and the protection of the public interest, with the US approach, more focused on 
market dynamics and innovation.

As algorithms must reflect human values and ethical principles, even at the cost 
of efficiency (O’Neil, 2017, pp. 294–299), it becomes essential to adopt an approach 
that is ‘ethical by design’ and that incorporates fairness, transparency and account-
ability throughout the entire development process. This means using representa-
tive data, creating explainable and modular systems and ensuring human oversight 
through specific checkpoints. These efforts must be supported by auditing mecha-
nisms, the traceability of decisions, and tools to remedy unfair outcomes, alongside 
active user and public participation to align technologies with shared social values. 
Ultimately, ensuring that algorithms operate in line with fundamental rights and the 
public good requires the integration of ethics, technology and governance, while the 
promotion of digital literacy and lifelong learning is essential to cultivate awareness 
and responsibility in the face of potential algorithmic threats to democracy.
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